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1. Introduction

This online assessment platform has been developed and made available by Certified Information
Security at www.certifiedinfosec.com. Allen Keele, Principal at Certified Information Security,
authored the system as a peer-grade instrument lead auditors, internal auditors, Al risk officers,
chief risk officers, audit committees, and executive consulting practices can rely to determine and
report on an organization's maturity of best practices found in globally-adopted ISO and NIST
governance frameworks.

2. The Multi-Framework Assessment System by Certified
Information Security at a glance

The system covers five frameworks that span the dominant governance vocabulary of enterprise
risk practice: ISO/IEC 27001:2022 for information security management, ISO/IEC 42001:2023 for Al
management, the ISO 31000 ERM Family composite for enterprise risk management, the NIST
Cybersecurity Framework 2.0 for cybersecurity risk, and the NIST Al Risk Management Framework
1.0 with an optional NIST Al 600-1 Generative Al Profile overlay. One framework is assessed per
engagement, on the principle that a defensible scope is a single scope.

Every framework is scored under the same two-tier model. Tier 2 captures the assessor's
evidence-anchored judgment on the underlying questions that constitute a control, scored on a
six-level maturity rubric. Tier 1 expresses the control-level result. For management-system
standards (ISO/IEC 27001 and ISO/IEC 42001), Tier 1 reads as an ISO/IEC 17021-1 conformance
level. For risk-oriented frameworks (ISO 31000 ERM Family, NIST CSF 2.0, NIST Al RMF), Tier 1
reads as a 0-to-5 maturity level. The aggregation logic is transparent, defensible product policy,
and the capability-appraisal standards corroborate it: ISO/IEC 33020 caps a capability level at its
lowest-rated process attribute, and the CMMI SCAMPI goal-satisfaction rule and the DOE C2M2 MIL
achievement rules work the same way. ISO 19011:2018 governs a different question and is cited
for that one: each individual rating is evaluated against objective evidence, and nonconformities
may be graded according to the context of the organization and its risks. It carries no scoring or
aggregation model.

The output is an audit-grade report. It carries the scope captured at setup, the verdict for every
control, the evidence and notes the assessor recorded, and an override-justification appendix
documenting every place professional judgment departed from the default rollup. Senior
management receives a document that reads as the work of a qualified assessor. A downstream
registrar or third-party auditor receives a document whose audit trail is intact.

3. The frameworks supported

ISO/IEC 27001:2022, Information Security Management. The international benchmark for an
Information Security Management System. The system covers the 93 Annex A controls of ISO/IEC
27001:2022 across the four 2022 themes: organizational, people, physical, and technological. The
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corresponding ISO/IEC 27002:2022 implementation guidance forms the basis of the Tier 2 question
set. Statement of Applicability scope is captured at setup and surfaced control-by-control, so the
assessment honors the inclusion and exclusion logic that the registrar checks first.

ISO/IEC 42001:2023, Al Management. The first internationally certifiable Al management-
system standard. The system covers the 38 Annex A control objectives, with Annex B
implementation guidance available alongside each control. At setup the assessor declares the
assessed organization's role in the Al value chain (Developer, Provider-Deployer, or User) and the
assessment adapts which Annex A guidance is foregrounded for each control accordingly.

ISO 31000 ERM Family (composite). Enterprise risk management treated as the bedrock under
every other framework in the portfolio. The composite covers ISO 31000:2018 (principles and
process), ISO/IEC 23894:2023 (Al risk overlay), IEC 31010:2019 (technique selection), and ISO/IEC
27005:2022 (information-security risk specialization). Each question is tagged with the constituent
standard or standards that contributed it. The 23-question unified flow is organized by Clause 5
(framework: governance and strategy) and Clause 6 (process: risk-assessment protocol).

NIST Cybersecurity Framework 2.0. All 106 Subcategories across the six Functions: GOVERN,
IDENTIFY, PROTECT, DETECT, RESPOND, RECOVER. Implementation Examples are surfaced as the
Tier 2 question set, with full coverage authored to the Core release. GOVERN carries the heaviest
implementation-example load because NIST elevated enterprise-risk-management governance to
first-class status in 2.0; the system mirrors that emphasis.

NIST Al Risk Management Framework 1.0. The 72 outcomes organized under the four Al RMF
Functions: GOVERN, MAP, MEASURE, MANAGE. The Al RMF Playbook is the operational authority for
outcome statements, suggested actions, and documentation/transparency questions. At setup the
assessor opts in or out of the NIST Al 600-1 Generative Al Profile overlay; opting in surfaces the
additional Tier 2 questions specific to generative Al use cases.

4. Methodology: the two-tier scoring model

A defensible assessment requires two things at once. It requires granular, evidence-anchored
judgment at the level evidence actually lives, which is the question, bullet, or implementation
example that constitutes a control. It also requires a clear summary verdict that the report and the
registrar care about, in vocabulary that an ISO/IEC 17021-1 auditor recognizes. The two-tier model
reconciles those demands.

Tier 2: per-question maturity. For every control, the system surfaces the underlying questions
the standard contains. For ISO 27001 these are the bullet points and sub-clauses of the
corresponding ISO/IEC 27002:2022 practice guidance. For ISO 42001 these are the corresponding
Annex B implementation guidance items. For NIST CSF 2.0 these are the Implementation
Examples. For NIST Al RMF these are the Playbook outcome statements and suggested actions.
The assessor scores each question on a six-level rubric. Optimized (5) means continuous
improvement is institutionalized and quantitative feedback drives change. Quantitatively Managed
(4) means the activity is measured against agreed metrics and deviations trigger corrective action.
Defined (3) means the activity is documented as a standard process and is followed consistently.
This is the calibration baseline a conformant ISO management-system implementation is expected
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to meet. Developing (2) means inconsistent application. Initial (1) means reactive, ad-hoc,
undocumented practice. Incomplete (0) means the activity is not performed or evidence is absent.
Not Applicable removes the question from the rollup denominator.

Tier 1: per-control conformance or maturity. Tier 1 is the verdict the report carries forward.
For ISO/IEC 27001 and ISO/IEC 42001, Tier 1 uses the conformance vocabulary of the certification
audit: Substantially Conforming for an effective implementation with only minor opportunities,
Opportunity For Improvement for conformance with identifiable opportunities, minor Non-
Conformity for a localized failure of a discrete element, and Major Non-Conformity for a systemic
failure affecting the integrity of the management system. For ISO 31000 ERM Family, NIST CSF 2.0,
and NIST Al RMF, Tier 1 reads as a 0-to-5 maturity level. The underlying calculation is identical; the
output mapping changes per framework type.

The weakest-link cap. Averaging is the enemy of audit defensibility. An assessor who sums ten
Tier 2 questions and divides by ten can produce a respectable mean while burying a single
question scored at Incomplete. The system enforces a non-discretionary cap on Tier 1 to prevent
this. On the spec leg, any Tier 2 question at Incomplete or Initial caps Tier 1 at Major Non-
Conformity, and any Tier 2 question at Developing caps it at minor Non-Conformity. On the risk leg
the cap is direct: Tier 1 maturity can never exceed the lowest Tier 2 score, so one sub-practice at
Initial holds the whole practice at maturity 1, one at Developing holds it at maturity 2, and the cap
continues to track the weakest question at every higher level. A systemic gap stays visible.

Residual risk floor. The Results view presents a residual-risk floor: the worst per-control verdict
that materially affects the management system or risk posture of the assessed organization. This
is the figure senior management needs in front of them when deciding whether to invest in
remediation, pursue certification, or absorb a known exposure.

5. The override-justification audit trail

The system computes a default Tier 1 verdict from Tier 2 inputs, and the assessor remains the
assessor of record. Where professional judgment leads to a different verdict (compensating
controls in evidence, the standard's intent satisfied through a route the rubric did not anticipate, or
evidence justifying a stronger or weaker rating than the rollup produced) the assessor may
override the computed Tier 1.

Every override prompts the assessor for a justification. The prompt is required, and the text the
assessor writes is captured against the control's audit-trail record verbatim. The PDF report
aggregates every override into a dedicated appendix so an external auditor can trace assessor
judgment from rollup, to override, to written reasoning, to underlying evidence. This traceability
chain is a deliberate product-policy design for audit-defensible override handling, not an ISO/IEC
17021-1 requirement. The discipline behind a well-written override justification is the discipline of
the registrar: cite the evidence, name the gap or the compensating control, and identify the
residual risk being accepted. That discipline makes the deliverable defensible.

6. The assessment workflow

A session has three parts.

(c) 2026 Certified Information Security. All rights

www.certifiedinf .com Page 4
reserved. cel edinfosec.col g



Setup. The assessor tells the system about the engagement before scoring a single control. The
flow captures the assessed organization, the assessor of record (name, role with Lead Assessor as
default, and title), and the framework-specific scope declarations: Statement of Applicability for
ISO 27001; Al role declaration for ISO 42001; constituent-standard activation for ISO 31000 ERM
Family; sector and asset-class context for NIST CSF 2.0; base scope and optional GenAl overlay for
NIST Al RMF. Setup is the first thing a registrar reads on the resulting report; treat it as such.

Assess. The assessor moves through the controls in the order that suits the engagement. The
system keeps the control text in front of the assessor (verbatim where licensing permits) so the
work is anchored to the standard rather than a paraphrase. For each control the assessor scores
the Tier 2 questions, captures evidence narrative, optionally selects from the framework's curated
evidence catalog, and writes the per-control notes that will be wanted at draft review. The Tier 1
rollup forms in real time as scoring progresses, and the assessor confirms the rollup or overrides it
with a written justification where judgment requires. Session state persists. When the assessor
returns the next day or the next month, the work is where it was left.

Results. Once Tier 2 scoring is complete, the system assembles a residual-risk ribbon and one-
paragraph executive summary, a conformance distribution at the framework level, a per-control
summary with quick-jump access for re-review, and the aggregate rating that will appear on the
report cover. The assessor confirms the report tells the story the engagement supports: that no
override is unwritten, no piece of evidence forgotten, and the floor visible to the readership is the
floor the evidence supports. When the assessor is satisfied, the report is generated.

7. The assessment report

The deliverable is an audit-grade report that gives the assessed organization, its leadership, and
any downstream third-party auditor the same view of the engagement. The assessor retains the
report, controls distribution, and decides who reads it.

The report opens with a cover page naming the framework, the assessed organization, the
assessor of record with role and title, the assessment date, and the aggregate-rating result. The
scope section reproduces the setup declarations verbatim. An executive summary follows, with the
conformance distribution chart, the residual-risk floor, and a short narrative naming the
observations driving the result. The substance is the control-by-control section: one entry per
control with title and standards citation, the Tier 1 verdict, the Tier 2 scores, the evidence
narrative and notes captured in session, and any override and justification the assessor exercised.
An override-justification appendix aggregates every override for the auditor's traceability sweep.
The report closes with a training page specific to the framework assessed: it presents the
executive training program and certification pathways for that framework, together with a direct
link to the upcoming event calendar for those courses. A glossary follows.

The reader (executive committee member, head of internal audit, registrar, or consulting client)
sees the scope they care about, the verdict they came for, the evidence trail that lets them defend
it, and the path forward where remediation or further capability investment is in order.
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8. Framework reference

The remainder of this guide gives a focused treatment of each framework the system assesses.
Each subsection orients the reader to the framework's subject matter and practical value, names
the scope the system covers and the standards reference behind it, and summarizes the executive
training pathway authored by Allen Keele for senior practitioners working under that framework.

8.1 ISO/IEC 27001:2022

ISO/IEC 27001:2022 sets the international benchmark for information security management. The
standard names the requirements for an Information Security Management System and is the
basis for the certification regime that registrars apply on Stage 1 and Stage 2 audits worldwide.
Adopting ISO/IEC 27001 gives the organization a structured, risk-driven approach to protecting
confidentiality, integrity, and availability of information assets, and a credential that customers,
regulators, and supply-chain partners increasingly demand.

Scope of the assessment. The system covers the 93 Annex A controls of ISO/IEC 27001:2022
across the four themes the 2022 revision introduced: organizational, people, physical, and
technological. The corresponding ISO/IEC 27002:2022 implementation guidance forms the basis of
the Tier 2 question set, so per-question scoring is anchored to the practice expectations the
registrar's audit team applies in a Stage 2 conformity assessment. Statement of Applicability
scope is captured at setup and surfaced control-by-control. Tier 1 reads as a spec-leg conformance
verdict.

Training and certification. Clause 7.2 of ISO/IEC 27001:2022 obligates the .
organization to determine the competence necessary for personnel whose to
work affects the ISMS, ensure that competence on the basis of education,
training, or experience, take action to acquire any competence the
organization does not yet have, and retain documented evidence of that
competence. Annex A.6.3 carries the same expectation onto the ISMS itself

by requiring information security awareness, education, and training
. Q EVENTS
appropriate to each role.

ISO 27001
Information Security

Management

A registrar who finds either requirement unsatisfied at Stage 2 will record a major nonconformity
that blocks certification or re-certification. Live and on-demand training delivered by Certified
Information Security at www.certifiedinfosec.com is the instrument by which the organization
satisfies both clauses: the Lead Implementer pathway builds the implementation competence the
Annex A controls demand of the CISO, the ISMS implementer, and the security architect; the Lead
Auditor pathway builds the audit competence ISO/IEC 17021-1:2015 expects of the assessor of
record and the internal auditor; and Certified Information Security retains the certification record
the documented-evidence requirement contemplates. The training is the conformance, not an
addition to it. The assessor impressed by the rigor of this assessment system can now learn
directly from its author: Allen Keele (https://www.linkedin.com/in/allenkeele/) authored the platform
and serves as the lead training facilitator and subject-matter expert for the ISO/IEC 27001 Lead
Implementer and Lead Auditor pathways at Certified Information Security. Explore the upcoming
live cohorts and the on-demand catalog through the events panel above and reserve a seat today.
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8.2 ISO/IEC 42001:2023

ISO/IEC 42001:2023 is the first internationally certifiable Al management-system standard, and it
arrives as Al risk reshapes every assurance discipline that touches the enterprise. The standard
gives an organization the same management-system rigor for artificial intelligence that ISO 9001
brought to quality and ISO/IEC 27001 brought to information security: a documented system,
governance accountabilities, a risk-driven control set, and a basis on which a registrar can issue an
internationally recognized certificate of conformance.

Scope of the assessment. The system covers the 38 Annex A control objectives of ISO/IEC
42001:2023, with Annex B implementation guidance available alongside each control. At setup the
assessor declares the assessed organization's primary role in the Al value chain (Developer,
Provider-Deployer, or User). The role declaration sets the organizational context the standard itself
recognizes, and the assessment adapts which Annex A guidance is foregrounded per control
accordingly. Tier 1 reads as a spec-leg conformance verdict.

Training and certification. Clause 7.2 of ISO/IEC 42001:2023 carries the
same competence-and-evidence structure as its ISO 27001 counterpart, ‘.
applied to the Al management system: the organization determines the
competence necessary, ensures it through education, training, or
experience, takes action to close any gap, and retains documented
evidence. Annex A.4.6 under A.4 Resources for Al Systems extends the
requirement onto the human-resources dimension of Al development and

operation.

ISO 42001 Al
Management Systems

A registrar conducting a Stage 2 conformity assessment against ISO 42001 will treat unsatisfied
competence and human-resources requirements as a major nonconformity that blocks
certification. The audience that needs this competence stack is specific: the senior-management
stakeholder accountable for Al governance, the Al product manager translating model behavior
into board-level risk language, the Al security professional, the Al risk officer, and the lead auditor
preparing the first wave of ISO 42001 certification engagements. The Certified Information
Security training catalog at www.certifiedinfosec.com covers the Lead Implementer leg for the Al
management system, the Lead Auditor leg aligned to ISO/IEC 17021-1, and an architect leg
bridging ISO 42001 into the NIST Al Risk Management Framework. The competence Clause 7.2
demands and the human-resources control A.4.6 expects is the competence Certified Information
Security trains and certifies. Allen Keele (https://www.linkedin.com/in/allenkeele/) is the author of
this assessment system and the lead training facilitator and subject-matter expert behind the 1SO/
IEC 42001 Lead Implementer and Lead Auditor pathways; assessors who trust this platform can be
personally trained by the practitioner who designed it. Review the live and on-demand options
through the events panel above and schedule the next cohort today.

8.3 1SO 31000 ERM Family (composite)

Enterprise risk management is the bedrock under every certifiable management system in the
portfolio, and ISO 31000:2018 names the principles, framework, and process the practice is built
on. Treating ERM as a discipline in its own right (governed, integrated into strategy, accountable to
senior management) is the difference between an organization that manages risk and an
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organization that reacts to it. The family composite gives the assessor a single defensible view of
that discipline, with the Al, technique-selection, and information-security overlays the modern risk
register requires.

Scope of the assessment. The system covers a 23-question unified flow integrating ISO
31000:2018 (principles and process), ISO/IEC 23894:2023 (Al risk overlay), IEC 31010:2019
(technique-selection rigor), and ISO/IEC 27005:2022 (information-security risk specialization). The
flow is organized by Clause 5 (framework: governance and strategy) and Clause 6 (process: risk-
assessment protocol). Each ERM question is tagged in the source data with the constituent
standard or standards that contributed the requirement, so the report cites the originating
standard for every requirement the assessor addressed. Tier 1 reads as a 0-to-5 maturity level.
Many controls in ISO 27001, I1SO 42001, NIST CSF 2.0, and NIST Al RMF cite ERM clauses by
reference, so an ERM assessment surfaces the dependency map across the rest of the portfolio.

Training and certification. ISO 31000:2018 is a guidance standard, not a
certifiable one, and Clause 5.4.4 Resources nevertheless directs the 0‘
organization to allocate appropriate resources for risk management with
explicit attention to people, skills, experience, and competence. ISO/IEC
27005:2022 carries an equivalent competence reference for practitioners
working on information security risk, and IEC 31010:2019 makes practitioner
competence in the chosen technique a prerequisite for technique selection.

Enterprise Risk

Management

ISO/IEC 38507:2022 raises the same skills and competence question for the governance of Al use.
A risk-management framework whose practitioner pool lacks documented competence in these
standards fails the guidance by design, and the failure surfaces immediately in any downstream
ISO 27001, ISO 42001, or sectoral certification audit that depends on the ERM bedrock. The
Certified Information Security training catalog at www.certifiedinfosec.com is built for the audience
the discipline serves: the chief risk officer accountable for the enterprise risk register, the risk
owner translating treatment plans into operational change, the internal auditor whose findings
depend on the integrity of the risk-management process, and the audit committee member whose
decisions create or transfer risk on every agenda. The pathway covers ISO 31000:2018 principles
and framework, ISO/IEC 27005:2022 application to information-security risk, and IEC 31010:2019
technique selection. Allocating that pathway to the practitioner pool is the resource the Clause
5.4.4 guidance asks the organization to allocate. Allen Keele (https://www.linkedin.com/in
allenkeele/) authored this assessment platform and serves as the lead training facilitator and
subject-matter expert for the ERM Family pathways; the assessor who values the rigor of this
system can develop that same rigor under the practitioner who designed it. Reach out through the
events panel above to secure a place in the next live cohort or to begin the on-demand program
today.

8.4 NIST Cybersecurity Framework 2.0

The NIST Cybersecurity Framework 2.0 is the most widely adopted reference for governing and
managing cybersecurity risk in the United States, and its weight is growing internationally. The
2024 revision elevated GOVERN to a first-class Function, signaling NIST's recognition that most
cybersecurity failures are governance failures rather than technical failures. CSF 2.0 gives an
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organization a common language for cybersecurity risk that boards, executives, and technical
teams all understand, and an integration surface where cybersecurity meets enterprise risk
management.

Scope of the assessment. The system covers all 106 Subcategories across the six Functions:
GOVERN, IDENTIFY, PROTECT, DETECT, RESPOND, RECOVER. Each Subcategory carries the
published Implementation Examples as the Tier 2 question set, with full coverage authored to the
Core release. GOVERN carries the heaviest implementation-example load (119 of 363) reflecting
the 2.0 emphasis. Tier 1 reads as a 0-to-5 maturity level on the same six-level rubric the rest of
the portfolio uses.

Training and certification. Subcategory GV.RR-02 of NIST CSF 2.0

obligates the organization to establish, communicate, understand, and :o
enforce roles, responsibilities, and authorities for cybersecurity risk
management, with a RACI matrix among the published Implementation
Examples.

NIST Cybersecurity
Framework (CSF) 2.0

Subcategory PR.AT-02 then obligates the organization to provide individuals in those specialized
roles with awareness and training so they possess the knowledge and skills to perform relevant
tasks with security risks in mind, and the Subcategory text explicitly applies to anyone holding a
role in the GV.RR-02 RACI matrix. The two Subcategories together convert the RACI matrix into a
non-discretionary training obligation, and an assessment that surfaces gaps in either also surfaces
a gap in the other by construction. The Certified Information Security training catalog at
www.certifiedinfosec.com is built for the role-holders the matrix names: the CISO presenting cyber-
risk to the board, the security architect operationalizing GOVERN outcomes into program design,
the senior internal auditor reviewing competence and accountability requirements, and the risk
owner translating CSF results into the enterprise risk register. The pathway pairs CSF 2.0 with ISO
31000 ERM Family training so that GOVERN rests on the ERM bedrock the Function presupposes.
The specialized training PR.AT-02 requires for every RACI role-holder is the training Certified
Information Security delivers. Allen Keele (https://www.linkedin.com/in/allenkeele/) authored this
assessment system and is the lead training facilitator and subject-matter expert for the CSF 2.0
pathways at Certified Information Security; the assessor whose work this platform supports can
study directly under the practitioner who built it. Review the live cohorts and on-demand options in
the events panel above and register for the next session today.

8.5 NIST Al Risk Management Framework 1.0

The NIST Al Risk Management Framework, published as NIST Al 100-1, is the United States'
principal voluntary reference for managing risks across the Al system lifecycle. The framework is
widely cited in U.S. federal procurement, increasingly referenced in EU Al Act compliance work,
and has become the de facto vocabulary that Al development teams, Al product managers, Al
security professionals, and Al risk officers use to discuss trustworthy Al. Adoption gives the
organization a structured way to identify, measure, and manage the unique risks that Al systems
introduce: bias, transparency, robustness, accountability, and the lifecycle-phase concerns specific
to Al development, deployment, and operation.
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The Al RMF Playbook is the operational authority that the system uses for outcome statements,
suggested actions, and documentation/transparency questions. The Playbook turns the
framework's high-level outcomes into the concrete practice statements an assessor can score
evidence against, and it is the working companion document the framework itself directs adopters
to use.

Scope of the assessment. The system covers the 72 outcomes of the Al RMF organized under
the four Functions: GOVERN, MAP, MEASURE, MANAGE. Tier 1 reads as a 0-to-5 maturity level. At
setup the assessor declares the base scope and opts in or out of the NIST Al 600-1 Generative Al
Profile overlay. Opting in surfaces the additional Tier 2 questions that the GenAl Profile specifies for
generative Al use cases including hallucination, content provenance, data poisoning, and
confabulation risks.

Training and certification. Subcategory GOVERN 2.2 of the NIST Al Risk
Management Framework directs the organization to ensure that personnel ’
and partners receive Al risk management training so they can perform their
duties consistent with the organization's policies, procedures, and
agreements, and Subcategory GOVERN 3.2 directs the organization to define
and differentiate roles and responsibilities for human-Al configurations and
the oversight of Al systems.

NIST Al Risk
Management

Framework (Al RMF)

The Al RMF Playbook elaborates both Subcategories with concrete recommended actions on
training and skills development, and because the GOVERN Function authorizes everything in MAP,
MEASURE, and MANAGE downstream, an Al risk officer, Al product manager, Al developer, or audit
committee member operating without that competence carries the gap into every other Function
the organization scores. The Certified Information Security training catalog at
www.certifiedinfosec.com builds the competence stack the GOVERN Function obligates and the
Playbook recommends: an Al Architect leg developing the Al system lifecycle and Al actor
accountability competence the Functions assume, an ISO/IEC 42001 Lead Implementer leg
supplying management-system competence, and an ISO/IEC 42001 Lead Auditor leg supplying the
assurance competence a certification audit expects of the assessor of record. The training is
GOVERN 2.2 and GOVERN 3.2 satisfied, not a recommended supplement to them. Allen Keele
(https://www.linkedin.com/in/allenkeele/) authored this assessment system and serves as the lead
training facilitator and subject-matter expert for the Al RMF and ISO/IEC 42001 pathways; the
assessor depending on this platform for Al assurance can be personally trained by the practitioner
who designed it. Reach out through the events panel above to join the next live cohort or to begin
the on-demand program today.

9. Common workflows

Walking a new framework end to end. The assessor opens the system, chooses the
framework, completes setup with scope and role declarations, and begins the assessment.
Controls are addressed in the order that suits the engagement. For each control the assessor
scores the Tier 2 questions, captures the evidence narrative the report will cite, and writes the per-
control notes that will be wanted at draft review. The Tier 1 rollup is confirmed or overridden, with
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a written justification on every override. When scoring is complete, the assessor reviews the
residual-risk floor against the engagement narrative and the Results view assembles the full report
for review.

Returning to an engagement in progress. The assessor re-opens the system and navigates to
the assessment in flight. Scoring, evidence, notes, overrides, and justifications persist across
sessions. The system carries the trail.

Receiving the final report. From the Results view, once the assessor is satisfied that the
engagement record is complete and the story the report tells is the story the evidence supports,
the system produces the completed assessment report. The report is a single document with the
cover page naming the assessor of record, containing the full scope narrative, control verdicts,
evidence trail, and override appendix. The assessor enters the recipient email address and the
system sends a confirmation link to that address. Following the link delivers the report. A single
click on the confirmation page is all that is required; the bot-protection step that previously
appeared at confirmation has been removed (bot protection continues to guard the initial send
step). After confirming, the recipient is presented with a pointer to upcoming executive training
and certification courses at Certified Information Security. The assessor retains the report, shares it
with the senior-management and audit audiences the engagement is for, and keeps it as the
artifact a downstream registrar may request.

Sharing findings with stakeholders. The assessment report is the primary stakeholder-facing
artifact: the executive committee read-out, the registrar pre-audit conversation, the consulting
deliverable, and the working file for follow-up.

Acting on opportunities for improvement. An audit-grade assessment names both gaps and
opportunities. Where the assessed organization wishes to act, the executive training catalog at
certifiedinfosec.com is the natural next step for assessors and risk owners who want to develop
the competence the framework expects.

10. Glossary

Assessor of record. The qualified practitioner whose name and signature appear on the cover
page of the report and whose audit trail underpins the verdict.

Audit program. The framework under which a series of audits is planned and managed, in the
sense of ISO 19011:2018 section 6.

Continuous improvement. The practice the system surfaces at every Opportunity For
Improvement verdict and every maturity score below the Optimized ceiling. PDCA in ISO
management-system language; continuous improvement in NIST Al RMF and CSF 2.0 language.

Implementation Example. The published per-Subcategory illustrative practice in NIST CSF 2.0;
treated by the system as the Tier 2 question set for the framework.

Override. An assessor-set Tier 1 verdict that departs from the default rollup. Always paired with a
written justification that the audit-trail appendix preserves verbatim.

Residual risk floor. The worst per-control verdict that materially affects the management system
or risk posture of the assessed organization. The headline figure on the Results view and the
executive summary.

(c) 2026 Certified Information Security. All rights
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Statement of Applicability. The ISO/IEC 27001 inclusion-and-exclusion narrative captured at
setup and reflected control-by-control through the assessment.

Tier 1. The per-control aggregate verdict. Spec-leg frameworks (ISO 27001, ISO 42001) present
Tier 1 as a conformance level (SC, OFI, mNC, MNC, with NA where applicable). Risk-leg frameworks
(1ISO 31000 ERM Family, NIST CSF 2.0, NIST Al RMF) present Tier 1 as a 0-to-5 maturity level.

Tier 2. The per-question score on the six-level maturity rubric: Optimized, Quantitatively
Managed, Defined, Developing, Initial, Incomplete. Not Applicable removes the question from the
rollup denominator where the question does not apply to the assessed scope.

Weakest-link cap. The non-discretionary rule preventing a Tier 1 rollup from rising above the
level set by the lowest in-scope Tier 2 score, so a systemic gap stays visible through the rollup.

11. About Certified Information Security

Certified Information Security is a registered trade name for Certified Tech Trainers (CTT) (D-U-N-
S# 010573009) (CAGE code: 3FKSO0), a corporation registered in Florida, United States.

Certified Information Security delivers enterprise-grade training, certification, and advisory
services built on globally respected cybersecurity and compliance frameworks. We partner with
you to translate technical controls into business resilience, helping you protect what matters while
enabling growth.

12. Contact us

For more information about Certified Information Security or to explore private on-site training or

collaboration, please reach out to us at https://www.certifiedinfosec.com/home/contact-us. We look

forward to working with you!
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